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ABSTRACT- In this paper, PHMIPv6 proposes to 

select the node with the highest signal strength as the 

partner node. and CSA- PHMIPv6 for which mobile 

hosts select partners with whom communication can 

last for a sufficiently long time by employing the Link 

Expiration Time (LET) parameter. 

 

INDEX TERMS- Mobile IP, MIPv6, HMIPv6, 

PHMIPv6, mobility management and mobile 

networks. 

 

 

I.Introduction 
 

The internet-based applications have 

transformed the mobile networks into all IP 

configuration frameworks. IP does not support 

mobility. Mobile IP is an Internet Engineering Task 

Force (IETF) standard communications protocol that 

is designed to allow mobile device users to move 

from one network to another while maintaining a 

permanent IP address[1]. Mobile IPv6 faces the 

problem of long delays and high packet losses during 

a handoff.  

      

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1. HMIPv6 

 

 

 

HMIPv6 protocol is designed to minimize the amount 

of signaling to correspondent(s) and to the home agent 

by allowing the mobile node to locally register in a 

domain[9]. It has been proposed to provide a method 

for efficient mobility management in a network, where 

mobile nodes frequently change their access routers. 

HMIPv6 may result in loss of packets and service 

disruptions undermining the QoS, when mobile node 

moves at a high speed or overlaps between  two  

adjacent  access  points. 

To  overcome this, PHMIPv6 has been introduced, 

mobile host choose partners based on their signal 

strength. However, depending on its speed, it is easily 

possible that the PN with the strongest signal may 

fade away from the mobile host or the new Access 

Point before the handoff operation is finalized. In 

addition to the cost associated with the gratuitous 

exchange of signaling messages between the MH and 

PN, this will get  the  mobile  host  back  to  the  

former  situation where it has to initialize the handoff 

by itself.  

 

II.  Partner based  Hierarchial Mobile IPv6 

 
 

Fig 2. PHMIPv6 System Architecture 

 

This is based on HMIPv6 protocol [4] which is 

denoted as Partner-based HMIPv6 (or PHMIPv6) 

protocol. Our PHMIPv6 protocol utilizes a PN to 

improve the handoff latency during the handoff 

process.The PN is a mobile node which is located 

with the MN in different MAP domain and can 

directly communicate with the MN by the using ad 

hoc network[3]. The main task of PN is to perform 

the pre-handoff procedure for the MN before MN 

            sending a “BU” that specifies the binding (RCoA, 

            home address). If the home agent accepts the “BU,” 

            it must then create a new entry in its binding cache 

            or update its existing binding cache entry if such 

            an entry already exists for this mobile node before 

            returning the “BA.” The mobile node may also send 

            a similar “BU” to its current correspondent nodes. 

            When the home agent receives the “BU,” it changes 

            the destination address and sends packets based on 

            the mobile node’s RCoA. 

    While the mobile node is away from home, the MAP inter- 

cepts any packets addressed to a mobile node’s RCoA address. 

The MAP first checks if it has a binding for this destination when 

the home agent receives the update binding. If no binding is 

found, the packet is sent to the destination address by normal 

routing. If a cache entry is found, the MAP must tunnel the 

packet to the mobile node’s LCoA using IPv6 encapsulation. 

When received by the mobile node, normal processing of the 

tunnel header will result in decapsulation and processing of the 

original packet by the mobile node. 

    When the mobile node moves within the same MAP domain, 

it should only register its new LCoA with its MAP. In this case, 

the RCoA stays unchanged. In other words, so long as a mobile 

node is in the same MAP domain, to the home agent and the 

correspondent node, it seems that the mobile node is in the same 

address (RCoA). Hence, the HMIPv6 scheme reduces a lot of 
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reach to a new MAP domain. The other functions of 

the PN are the same as the MN. 

The PHMIPv6 protocol divides the network into 

two IPv6 subnet domains. MH sends the data packets 

from the AP and previous AR to the CN through the 

previous MAP. That is, CN sends data packets to 

the RCoA of MH, and MAP then forward the 

packets to the LCoA of MH.  While MH moves 

into a new MAP domain, MH performs the 

registration  procedure to  its  nMAP.  The  macro-

mobility is occurred if MH switches from a pMAP to 

a nMAP domain. Then,  MH  must  acquires  a  new  

unique  CoA  to  register the  CoA to  new  access 

router and nMAP. Observe that, in our PHMIPv6 

protocol, MH performs the registration procedure with 

the assistance of PN if PN is existed during the 

macro-mobility. 

 

Since the original PHMIPv6 selects unknown PNs for 

performing handoff operations, it is vulnerable to the 

following security threats. Adequate security measures 

should be incorporated in the enhanced version of 

PHMIPv6 so that these security risks are carefully 

addressed and dealt with[7]. 

Malicious PN: First, a MH provides its corresponding 

PN with its security key for Authentication, 

Authorization, and Accounting (AAA) purposes in the 

original PHMIPv6 scheme. This security key can be 

reused at a later time by a malicious PN, to bind with 

the access point posing itself as the MH. This may be 

of particular benefit to the PN in case that this security 

key provides the PN with a higher service level than 

what it is originally entitled for. We take this security 

flaw into account in our enhancements to the 

PHMIPv6 scheme by allotting two different security 

keys to the PN and the MH for pre-handoff request 

and authentication with the wireless network 

operator/service provider, respectively. 

Malicious MH: The second security risk is pertaining 

to a malicious MH, which aims at flooding the access 

point/router with multiple pre-handoff requests and 

eventually causes a Denial of Service (DoS)[5]. To 

this end, the malicious MH may send pre-handoff 

requests to a large number of PNs concurrently. In our 

envisioned enhancement to the original PHMIPv6 

scheme, this threat can be addressed by permitting 

only one pre-handoff request for every MH, which can 

be easily identified by its unique security key.  

 

A. Connection Stability Aware PHMIPv6 

 

PHMIPv6 selects the node with the highest signal 

strength as the partner node. and CSA- PHMIPv6 for 

which mobile hosts select partners with whom 

communication can last for a sufficiently long time by 

employing the Link Expiration Time (LET) parameter. 

To address this issue, we propose the use of 

Link Expiration Time (LET) [6] as a parameter in the 

selection of the best possible PN, which will be able 

to communicate with the new AP for a sufficiently 

long time.  

        Although the use of GPS should become 

commonplace  in  mobile  nodes,  we  introduce  a 

scheme to estimate the LET without the need of GPS. 

We use the Doppler shift subjected to packets to 

calculate the relative velocity of nodes. The distance 

between nodes is calculated using the scheme used in 

[10], which uses the power of signals to calculate the 

distance between the nodes by using the simplified 

free space propagation model given in [2]. For the 

mobility model it is assumed that mobile nodes are 

pseudo-linear, and highly mobile in nature. A good 

example of this kind of system is an aeronautical ad 

hoc network [8]. 

 

III. CONCLUSION 
 

In this paper, the  proposed approach takes into 

account the nodes’ dynamicity in terms of the Link  

Expiration Time used to carry out the cooperative 

handoff by maintaining stability of the connections 

between a MH, its   respective  PN,   and   other  

involved  entities.   In addition,  incorporate  security 

features  to  circumvent  malicious  threats  against  

the mobile  hosts  and/or  the  partner  nodes. 

Efficient adoption of cooperative diversity based 

communications through the proposed approach may 

indeed prove quite useful to roaming nodes in ad hoc 

wireless networks. 
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